Keeping your personal
information safe online

Cyber criminals have become more sophisticated in their attempts to steal your identity. Identity
(ID) theft occurs when someone gains access to personal information, such as name, date of
birth, address and Social Security number, and uses that information to commit fraudulent
crimes. That's why it’s important for you to know what to do if you become an ID theft victim.

I think | might be a victim of identity theft. What steps should | take?

Here are some important steps you can take rightaway if you believe your identity has been
compromised:

* Check your credit report to make sure there are no other accounts you'renotaware
of that have been opened in your name. Visit annualcreditreport.comor call
877.322.8228 to obtaina credit report.

* Contact any of the credit reporting agencies to place a fraud alert on your file.

* Freeze your credit. Place a credit freeze (security freeze) with all three bureaus to help
limitaccess to your credit reports and prevent unauthorized new accounts from being
opened using yourinformation.

Once you freeze your credit, you'll need to remove the freeze when applying for a new
account.

Youcanlift or suspendthe freeze temporarily or permanently. Check with each credit
bureau regarding their specific process.

Alternatively, youmay also consider placing analert on your credit report, which makes it
harder for credit to be opened in your name by notifying the creditor of potential fraud.
Youdo need to renew an alert each year.

« Contact your other financial institutions and creditors to speak with the fraud
department and tell them your identity may have been compromised.

* Consider changing your logins and passwords to help better protect your
accounts. Make sure to change your online sign-in credentials, passwords and PINs on
all of youraccounts at financial institutions, including Bank of America and Merrill. You
may chooseto also file a report with your local law enforcement.

* Protect your device against malware or malicious software. Download and
install security software that updates automatically from a reputable company you trust.

* Set up account and security alerts. Receive notifications of activity onyour
accounts so you cantake actionimmediately and protect yourself against fraud.

* Replace your stolen identification. If your driver’s license has been stolen, please
contactyour local Department of Motor Vehicles to report and replaceit. Check to see if
a secondary license has been issuedin your name.

Visit Merrill’'s Security Center for additional tips and tools on how to increase
your security, and stay protected against fraud and scams.
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If your Social Security number has
been compromised

Consider contacting the Social Security
Administrationand the IRS as well as one
of the three credit bureaus listed above,
and consider putting a fraud alert or credit
freeze onyour file at the bureaus to limit
access to your credit report.

Social Security Administration Fraud Hotline

E] 1.800269.0271

Internal Revenue Service (IRS)

@ 1.800.908.4490 _Z| www.irs.gov
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My Merrill account may have been compromised. What should | do?

Here are some online security tips and best practices to follow if you think your Merrill
account has been compromised:

* If you notice suspicious or fraudulent activity on your account, notify your Merrill
Financial Advisor 1.800.MERRILL (1.800.637.7455) and have a Relationship Pin (RPIN)
placed on your account immediately.

» Review all recent activity in your account(s) to make sure no further fraudulent activity
has occurred.

* Add a security code/PIN to your smartphone. If your device offers the capability to
enable fingerprint or other biometric authentication, this should be enabled as well.

* Set up an alternative delivery option to receive a one-time code used when logging
into the Merrill website and mobile application.

How can | be sure my email to my financial advisor and client associate
are safe?

Use MyMerrill Secure Message Center for communications with your financial advisor
or client associate. Unlike regular email, the Secure Message Center is protected by
Merrill firewalls and requires you to login to MyMerrill using your User ID and
password to send an email to your financial advisor and client associate through the
Secure Message Center.

My email has been compromised. What should | do first?

Your e-mail account has been compromised if an unauthorized person acquired your
login information, and has used it to access your e-mail account potentially to commit
fraud. If you think your email account has been compromised, in addition to changing
your login credentials, take these steps as soon as possible:

* Determine if any fraudulent emails were sent from the
compromised account.
Check the account’s “sent” and “deleted” folders to check for any emails you didn’t
write. Often, you learn you were compromised when someone on your contact list
alerts you that he or she received an email from your account containing a suspicious
link or other questionable information.

* Notify your contacts.
Let them know they may receive spam messages that appear to come from
your email account, and to not open those messages or click on any links they
might contain.

* Determine if any sensitive information might have been compromised.
Sensitive information includes Social Security numbers, passwords, account numbers
and/or other financial Information.

What should | do if | receive a suspicious email?

If you do receive a suspicious email, don't click on any links in it or reply to it—
simply delete it.

To report a suspicious email that uses Merrill or Bank of America’s name,
forward it to abuse@bankofamerica.com.

And, to make sure you're at MyMerrill.com website when you log in to your
account, type www.mymerrill.com in your browser.
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Tips for creating strong login
credentials

Avoid using common information.
Instead of using the word “password,” your
name, birthday, Social Security number, or
your pet's name, use something that’s
meaningful to you but isn't common
knowledge.

Use at least 8 characters and include
letters, numbers, punctuation and
symbols.

The greater the variety of characters in your
password, the better. For example,
‘P@SSwOrD” is more secure than
“password” but “2PInkC@1tS” is even better.

Use different passwords for different
sites and change your passwords often.
Cyber criminals often steal passwords on
websites that have very little security and
then use that same password and
username in more secure environments,
such as banking websites. Set up an
automatic reminder to change your
passwords every three months for your
email, banking, credit card and social
media accounts.

Use your security questions regularly,
choosing questions and answers that

are unique to you.

The information you provide identifies you
and helps protect you from fraud.

Multifactor Authentication

Sometimes called “multifactor authentication,”
this process uses two steps to check the
identity of an individual trying to access an
email account, computer or network, such as a
username/password and a four-digit numeric
code texted to the account holder.

Increase your overall security and
Q add an extra layer of protection
with multifactor authentication.
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How do | avoid getting malware on my computer?
Malware is often used to steal personal information and to commit fraud. Here are some
ways to help avoid getting malware on your computer:

» Don't download files from file sharing and social networking sites — these sites can be
distribution points for malware.

» Don't open or install any file/document attachment or free software from
unknown sources.

* Don't click on pop-ups that ask for personal or financial information.

What can | do to make my computer more secure?

* Install and use malware protection software.
Merrill offers free IBM® Security Trusteer Rapport™ malware protection software. For
more information about Trusteer Rapport™, visit the site listed in the box on the right.

* Install and use anti-virus and anti-spyware protection.
This software detects and removes viruses and spyware, which can steal vital
information. Run full system scans regularly instead of relying on quick scans.

* Make sure your computer’s firewall is on.
A firewall puts a protective barrier between your computer and the Internet, and
turning it off for even a short time increases the risk that your computer could be
compromised. More information on activating this feature should be obtained from
your computer’s manufacturer.

* Install operating system and software updates as soon as possible.
Allow your computer to install updates automatically or at regularly scheduled intervals to
keep your system current.

How can | make my browsing experience safer?

Is your web browser up-to-date? If not, updating your computer, phone or tablet with the
most recent version can help you stay protected while you're online.

For your online safety, avoid using free and public Wi-Fi connection for banking transactions.
It is more secure to use legitimate banking apps over a cellular network. And, if available, use
a virtual private network (VPN) to protect your data so your login

credential aren’t compromised by someone else using the same public Wi-Fi network. VPN
provides security so that traffic sent through the VPN connection stays isolated from

other computers on the network. Due to AML regulations — some VPN transactions may
be restricted.

Visit Merrill’s Security Center for additional tips and tools on how to
increase your security, and stay protected against fraud and scams.
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Malware

Short for “malicious software,” it includes
viruses, spyware, worms and trojans that are
designed to infiltrate or damage a computer
system.

Protect yourself with IBM® Security
Trusteer Rapport™

Trusteer Rapport™ online fraud protection
software is free from Merrill and helps protect
you from malware and phishing

attacks. Installing Trusteer Rapport™ is fast

and easy.
Download now

Know the difference between Spoofing
and Phishing

Spoofing

Impersonating a reputable person or
company you may have a relationship with
(such as Bank of America or Merrill) — often
with the goal of getting you to click on a link
or open a file that downloads malware onto
your system.

Phishing

An attempt to get you to reveal personal,
sensitive information (such as your Social
Security number or account passwords) to
the cyber criminal, who will use that
information for financial gain.

Is that banking mobile app legitimate?
Three tell-tale signs:

1. The mobile app’s author or developer is
the bank itself.

2. The mobile app is offered on the official
app store for your mobile device.

3. The mobile app is free. If you're being
asked to pay for the download, confirm
with your bank first — most mobile
banking apps are free.

Stay Safe Online website offers
additional information at

www.staysafeonline.com.
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